Abstract-Nowadays with the wide range of applications in wireless sensor networks, there is an increasing need for security of these networks. These networks have been subjected to numerous attacks among which Sinkhole attack is one of the notable ones. In Sinkhole attack, sometimes the adversary node poses itself as a fake base station (BS) and receives all data of the network. It prevents data from reaching the main BS, or changes the received data and then transfers them to the main BS. In this paper, we present an efficient algorithm in terms of energy consumption. In the proposed algorithm, when a node desires to send data to the BS, it firstly sends a control packet directly to the main BS. Then it begins to send data packets to the BS in form of hop by hop routing. When the data packet arrives at the BS, some of its control fields are compared with the same ones of the original control packet. If any changes have been made to these control fields of the data packet, it shows that there is a malicious node; the BS detects it using the proposed strategy. The performance of the proposed method has been evaluated and compared with that of Ngai's algorithm. The simulation results indicate that the proposed algorithm is more efficient than it.
I. INTRODUCTION
Wireless sensor network consists of several sensor nodes that collect data in inaccessible areas and send them to the BS after initial processing [1] . Nowadays, with respect to the increasing number of applications such as: environmental, medical, military, industrial applications, etc, designing efficient security mechanisms considering the type of the applications is obviously needed. Sensor networks face restrictions in implementation of security patterns which are used in traditional networks. For example, digital signature algorithm cannot be implemented in these networks because of the limited amount of memory and low processing capabilities. Therefore, we need to utilize algorithms to obviate the security requirements of these networks in a way that it doesn't draw excessive overhead on the sensor node resources [2] . Security objectives of wireless sensor networks include [2] :
• Data confidentiality: encrypting data to render it imperceptible to the unauthorized sensors is the first security requirement of the sensor network [3] .
• Data accuracy: these algorithms have been designed to ensure that the data have not been manipulated en route by other sensor nodes. In the most preliminary approach, MAC is calculated from the message and forwarded with the original message.
• Data freshness: it prevents resending old data from the adversary sensor nodes and ensures that the data received by the receivers is fresh [4] .
• Resistance and fault tolerance: sensor networks need to be resistant against numerous attacks, and if a successful attack have been made, its impact should be local without disrupting the entire network.
The structure of the current paper is organized as follows. In section 2, we explore variety of common attacks to sensor networks and discuss some detection methods. In the third section, we investigate the details of the proposed method.
Simulation results are given in section 4. Finally, section 5 concludes the paper.
II. RELATED WORKS
The attacks to sensor networks can be considered from two perspectives. One of them deals with the attacks made against the security mechanism of the network and another one copes with the attacks made to the ordinary operation of the network such as routing, data collection, etc. Furthermore, these attacks, based on the capacities of the adversary, can be divided into two categories, named Mote and Laptop. The latter sensors have more capacities and fewer restrictions in terms of resources, while the former, with respect to the functionality and the level of hardware equipment, resembles the ordinary sensors in the network. In the sensor networks, there are possible attacks such as Hell Flood, Sinkhole, Sybil, DOS and Wormhole [5] .
In the Sinkhole attack, the adversary's goal is to lure nearly all the traffic from a particular area through a compromised node, creating a metaphorical Sinkhole with the adversary at the center. Sinkhole attacks typically work by making a compromised node look especially attractive to surrounding nodes with respect to the routing algorithm. For instance, an adversary could spoof or replay an advertisement for an extremely high quality route to a BS. Due to either the real or imagined high quality route through the compromised node, it is likely each neighboring node of the adversary will forward packets destined for a BS through the adversary, and also propagate the attractiveness of the route to its neighbors. Effectively, the adversary creates a large "sphere of influence" [6] , attracting all traffic destined for a BS from nodes several hops away from the compromised node. The possibility of using the radio signal strength to detect compromised nodes was studied in [7] . This method assumes that each node has a unique id and can know the location 
information using positioning system like GPS. The geographical location information and id are included in each message and the messages are designed to be tamper-resistant. Each node monitors all the transmissions it can hear, and obtains two values for every transmission: the expected signal strength, and the actual signal strength. However, this method incurs a large overhead, and it does not take into account that signal strengths might change due to other environmental or operating factors such as decreasing transmission power of a node over the time. Onat and Miri developed an algorithm to detect compromised nodes by inspecting the stable neighbor information [8] . With the assumption that every node in the network has the ability to distinctively identify its neighbors, two parameters are defined to characterize the neighbors based on the packet arrival rate and the receive power. If these parameters exceed certain thresholds, an intruder is detected and an alert is generated. If a node hears the intruder alerts from more than a preset number of its neighbors, it flags the suspected node as a compromised node. One restriction of this method is that it does not allow new nodes to join the network after the initial deployment. In [9] , the authors propose a detection algorithm for Sinkhole attack. In Sinkhole attack, malicious nodes pretend to have the shortest paths to the BS to trick other nodes into forwarding messages to them. This causes an increase in network traffic in the areas surrounding the malicious nodes. To detect a single malicious node, the BS monitors the data consistency among the nodes. If one node's behavioral anomaly exceeds a predetermined threshold, then this node is considered suspicious. After analyzing the routing pattern, the BS could identify the malicious node. To further solve the problem that some malicious nodes could collude to avoid being detected; this algorithm uses additional measures such as key establishment and path redundancy. However, this approach is only effective for static networks. In [10] , the authors propose a localized approach to detect compromised nodes. All the sensor nodes are divided into multiple groups. A Data Transmission Quality (DTQ) function is defined to measure the communication quality of each node which maintains a table that stores the DTQ values of the nodes in the same group or in the communication path. If the DTQ value for one node is lower than a threshold, this node is considered suspicious, and a voting procedure is triggered for the nodes in the group to collectively determine whether the node is compromised or not. In [11] for detecting the intruder in a sinkhole attack, authors first find a list of suspected nodes, and then identify the intruder from the list through a network flow graph effectively. Also robust to deal with cooperative malicious nodes that attempt to hide the real intruder, both numerical analysis and simulations, which confirm the effectiveness and accuracy of the algorithm, have been done.
III. THE PROPOSED ALGORITHM
In this section we describe the proposed algorithm in details. For this purpose, the system model and energy consumption is first described, and then the proposed algorithm is explained.
A. Model of System and Consumption Energy
We use the same energy model as LEACH (Low Energy Adaptive Clustering Hierarchy) [12] algorithm. Let's d represents the distance between transmitter and receiver. Whenever d is greater than d 0 , the multi-path model is used and the path loss coefficient is set to 4, otherwise the open space model is applied. In this case the path loss coefficient is set to 2. The above discussion is presented by the following equation:
where E elec is the needed energy to activate the electronic circuits. ɛ mp and ɛ fs represent the activation energy of multi-path and open space models, respectively.
The energy consumption in the receiver side to receive L bit of data is calculated using the following equation.
B. Algorithm Description
In the proposed algorithm, all network's nodes are similar and distributed randomly in the network. We assume that all network nodes know their location. At the beginning, the BS broadcasts its location to all nodes. The proposed work is appropriated for event driven applications. Whenever a node detects an event, a control packet is sent to the BS using single hop communication. The control packet contains the following information: the unique number of the control packet (id), the transmitter node (Nid), data packet identifier (Pid) and the size of the data packet (Psize).
After direct transmission of this packet to the BS, the transmitter node, depending on its routing table, sends data packet to its next hop node. The data packet is routed hop by hop until it recieves to the BS. When data packet is reached to the BS, the following three situations might be occurred:
 Data arrive at BS properly: when data arrives at BS, it is compared to the control packet and the accuracy of the data is determined.
 Data arrive at BS while manipulated: it means that the adversary node has changed data en route and transferred them to BS. BS detects this manipulation through comparing the data packet with the original control packet.
 Data packet never arrives at BS: the adversary node drops the packet and does not allow it to reach BS. When BS receives the control packet, it waits for a moment to receive the original data packet. Otherwise, it detects the existence of an adversary node in the network. In cases 2 and 3, the malicious node disrupts the network. After receiving these two situations in the network, it looks for the malicious nodes and tries to remove them from the network routine.
C. Malicious Node Detection
After comprehending the existence of a malicious node in network, BS checks data transmission path and keeps existing nodes in its memory. Once BS detects existence of errors in a packet repeatedly, it checks the path each time and
International Journal of Computer Theory and Engineering, Vol. 4, No. 3, June 2012 compares the nodes kept in memory with the new path, keeping similar nodes in memory and deleting the remaining data. Accordingly, BS detects the malicious node, notifying other nodes not to transmit data to malicious node anymore.
IV. SIMULATION RESULTS
In this section, using MATLAB simulation software we compare the performance of the proposed algorithm with that of [11] . The simulation parameters are given in Tab.1. In each round, an event occurs in network and sensor nodes transmit data event to the BS. We compare the performance of proposed algorithm and algorithm [11] with respect to the number of rounds and detection of Sinkhole nodes. As Fig. 1 shows, the proposed method detects all the Sinkhole nodes after about 8 rounds. The network reliability is one of the important parameters of sensor networks. These quality service parameters can be defined in terms of the network capacity in detecting the events during the network lifetime. The more a network manages to report events (or the less it loses the events) the higher is its reliability.
In Fig. 2 comparison between two methods in terms of the number of lost events is shown. Obviously, the fact that a graph is lower shows that fewer events are missed by the algorithm. As the figure indicates, it is evident that the proposed algorithm is more reliable than CSW [11] algorithm in terms of event detection. 
V. CONCLUSION
In this paper, we present an algorithm for Sinkhole attack detection in wireless sensor networks. In the proposed method, the number of lost packets decreases and the detection of malicious and adversary nodes to be removed from the network occurs more expeditiously. As the number of lost events is decreased, the energy consumption is decreased too. Furthermore, the proposed algorithm can be used for detection of Wormhole attacks as well.
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